NHOOPMALIMOHHASA ITAMSATKA
IS OBYYAIOIUXCA JJI PASMEIEHUA
HA OPUIUAJIBHBIX UTHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCA OoJIblIE, a
IIKOJIbHUKK OJIHM W3 CaMbIX aKTUBHBIX Mojb3oBareneil Pynera. Mexnay Tewm,
MIOMUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOoOJIeMBbl. JTa
naMsTKa JI0JKHA TOMOYb Te0e 6e301acHO HAXOAUTHCS B CETH.

KomrbrorepHsie BUpychl

KoMnbroTepHslii BUPYC - 3TO Pa3HOBHJIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTEIBHON OCOOEHHOCTHIO KOTOPOU SIBIISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTBIO YHUYTOXHUTh
Bce (hailiipl U JaHHbIE, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTo Obliia
3alyIIeHa 3apa)XK€HHAs IpOorpaMMa, a TAKXKE MOBPEINUTHh WIH AK€ YHUUYTOXKHUTH
ONEpPallMOHHYIO0 CHCTEMY CO BceMHU (aiijamu B LeJoM. B OOJIBIIMHCTBE CilydaeB
PacCIpOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3alUThl OT BPEAOHOCHBIX TPOrPaAMM:

1. Ucnionb3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX MPOTPAMM;

2. TloctossHHO ycTaHaBiuMBail mnauTu (UUGPOBBIE 3alIaTKU, KOTOPBIE
aBTOMAaTUYECKH YCTAaHABJIMBAIOTCS C LIEJbI0 JOPabOTKM HpOrpaMMbl) U JApYyrue
OOHOBIICHHS CBOCH omneparimoHHOM cuctemMbl. CKaunBai MX TOJIBKO ¢ O(PHITHATIBLHOTO
caiita pazpadbotunka OC. Ecnu cymecTByeT peskuM aBTOMaTUIECKOTO OOHOBIICHUS,
BKJIIOYH €Tr0;

3. PabGotaii Ha cBOEM KOMIIBIOTEpPE MOJ IpaBaMU I10Jb30BaTENs, a HE
aMUHUCTpATOpa. ODTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHbIE MpPOTpaMMHBIE MPOAYKTHl HM3BECTHBIX
MPOU3BOUTENEH, C aBTOMAaTHUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpU3NYECKUN JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIIHUE HOCUTENTU MH(OpMaIuu, Takue Kak ¢Jelika, JUCK
win (haiia U3 UHTEpHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMNBIOTEpHBIC (ailyibl, MONTY4YEHHBIE W3 HEHAJEKHBIX
UCTOYHHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MPUCHTAT TBOM 3HAKOMBIN. Jlydie yTouHu
y HETO, OTTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Buj nepeiaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperHCTpUpOBalia OpeH[I
"WECA", uto o06o3nauanmo cinoBocouetanue "Wireless Fidelity", koropsrii
NEPEBOJUTCS Kak "0ecpoBOIHAs TOYHOCTH'".

Jlo Hailero BpeMeHH JIo1uIa apyras abOpeBuarypa, KoTopas sIBJII€TCS TaKOU
e TexHojorueil. JOto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HaMEKOM Ha CTaHJapT Bbicuieil 3BykoBoi TexHuku Hi-Fi, 4yTo B mepeBojie o3Havaer
"BBICOKAsi TOYHOCTB'.



Jla, OecrimaTHBIM UHTEPHET-AOCTYN B Kade, OTeNsIX U adporopTax SBISAECTCS
OTJINYHOM BO3MOKHOCTBIO BbIX0/Ia B UHTEpHET. HO MHOTHE SKCHEPTHI CUUTAIOT, UTO
obmenoctynasie Wi-Fi cetn He SBISIOTCS 0€30MMaCHBIMU.

CoBeTblI 110 0€301MacCHOCTH paOdOTHI B 00IIEOCTYITHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio depe3 odmienoctymnasie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeJIbHO HE BBOAUTH MapoJv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDPA;

2. Vcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIE TIpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30IaCHIlb Ce0s OT 3aKaYKU BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnionszoBanuu Wi-Fi otkimtoun pynkiuto "O6mwmii qoctyn K daiinam
u npuntepam". JlanHas (QyHKIHS 3aKpbiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOpPHIE
MOJIB30BATENIM aKTUBUPYIOT €€ JIJIsl y1I00CTBa UCTIOIB30BaHus B paboTe win yuebe;

4. He wucnons3yid nyOmuunbii WI-FI nng nepegaur JIUMYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO0JIa B COLIMANIbHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Ucnosnb3yl TOJIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOmnsHOM Tenedone orkmoun Qynkuuio "llogkmouenne k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMAaTMYECKOrO MOJKIIOUYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CounanbHbIe CETH

CornuanbHble CETH aKTUBHO BXOJST B HAIlY KU3Hb, MHOTHE JIIOJU paboTaroT
U KUBYT TaM MOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MIJITUAP]T YETOBEK,
YTO SIBJIIETCSA OJHOM CEIbMOM BCEX JKUTENEH IUIaHEeThl. MHOTHE MOJIb30BaTENN HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEIICHHAs UMU B COIMAIBHBIX CETSIX, MOXKET
ObITh HaliZlecHa W HCIOJb30BaHA KEM YIrOJIHO, B TOM YHUCJIE HE 0053aTebHO C
OJlaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATIBLHBIX CETIX:

1. Orpanuub crucok apy3eil. Y te0s B Apy3bax HE JOJHKHO OBITh CIy4alHbIX
Y HE3HAKOMBIX JIIOJEH;

2. 3ammiaid CBOIO YacTHYIO Xu3Hb. He ykasbiBail maposu, tenedoHsl,
ajpeca, JaTy TBOErO0 POXJIEGHUS U JIPYTyl0 JIMYHYIO  HH(POPMAIIHIO.
3110yMBIIIIIECHHUKA MOTYT UCITOJIB30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POUTEINHN INIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinail cBOo penyTaluio - Iep>KU €€ B YUCTOTE U 3a/1aBaii cede BOIpoc:
xoten Obl ThI, YTOOBI JPYTHE TMOJH30BATEIN BHJCIH, UYTO ThI 3arpy’kaemib?
[Togymaii, mpexjie 4eM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHULIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJb3YH CBOE
peasibHOE MMS U JIPYTYI0 JTUYHYIO WH(MOpPMAIUU: UMsI, MECTO JKUTEIbCTBA, MECTO
y4eObl U poyee;

5. U3berait pasmemenus pororpaduii B luTepHeTe, rae Thl N300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIMPEAECIUTH TBOE MECTOIOIO0KEHHUE;

6. Ilpu peructpauuu B COIMAIBLHOW CETH HEOOXOAMMO UCIOIL30BaTh
CJIOKHBIE MApOJIU, COCTOSIME U3 OYKB U IU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE

8;



7. Jns  comumanbHOW CETH, MOYTHI M JAPYTHX CAMTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble maposn. Toraa ecnu Te0ds B3JIOMAaIOT, TO 3JI0YMBIIIIJICHHUKU
IIOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE IEHbIU

DNEeKTpOHHBIE JEHBIH - 3TO OYEHb YAOOHBIM cmoco0 miarexed, OJIHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TU JEHBIH.

DJIEKTPOHHBIE JIEHBI'Y MOSIBUIIMCHh COBCEM HEJIABHO U UMEHHO M3-3a 3TOr0 BO
MHOTMX FOCyAapCTBax 0 CUX MOP HE MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHn (yHKIIMOHUPYIOT U O HUX YK€ TIPOIKMCAHO B 3aKOHE, T/I€ UX
pa3lensaoT Ha HECKOJIBKO BUJOB - aHOHUMHBIE U HE aHOHMMHBbIE. PazHuna B TOoM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOAUTH Omepanuu 0Oe3
UACHTU(UKAIINY TIOJIB30BATENS, @ B HEAHOHUMHBIX MJIEHTU(UKALIKS 0JIb30BaTeNs
SBIISIETCS 00513aTEIBHOM.

Takxxe cienyer pasnuyaTh SJEKTPOHHBIE (DUATHBIE JEHBIU (paBHBI
rOCyJJapCTBEHHBIM BaJIlOTaM) U SJEKTPOHHbIE He(pUATHBIC JICHBI'M (HE pPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTe C NEKTPOHHBIMU JIEHbraMU:

1. [IpuBsiku K c4eTy MOOMIIbHBIN TesieOH. ITO caMblid yI0OHBIN U OBICTPBIN
Croco0 BOCCTaHOBUTH JOCTYN K cuery. lIpuBsizanHbId TenedoH MOMOXKET, €CiH
3a0y/ellb CBOM IJIATEKHBIM Tapojb WX 3aijellb Ha CAalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonwe3yit opHopazoBble maponu. Ilociie mepexolla Ha YCHICHHYIO
aBTOpHU3allMi0 TeOe yxe He OylIeT yrpokaTh ONAacHOCTh KpaKM WJIM IepexBara
IUIATEKHOTO MapoJIs;

3. BeiOepu cnoxHblil maponb. [IpecTynHukaM OyJaeT HE MpPOCTO yrajaaTh
CJIOKHBIN maposib. Hage:xHple mapoym - 3T0 Maposv, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOYHBIEC U MPOMUCHBIE OYKBBI, ITU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HAK JoJulapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAlTax, KOTOPBIM HE 1OBEPSIEIIb.

DJIEKTPOHHAS TI0YTa

DneKkTpoHHAas 1oYTa - 3TO TEXHOJOTHS M IPENOCTABISIEMBIE €10 YCIYTH 110
NEPECHUIKE U MOJIYYECHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPhIE PACIIPEAETSIOTCS B
KOMIIbIOTEpHOU ceTH. (OOBIYHO DJICKTPOHHBIM TMOYTOBBIM SIIIUK BBITJISIUAT
CIIEYIOIKUM 00pa3oM: UMsI_TOJIb30BaTeNss(@uMs_aoMeHa. Takke Kpome nepeaadn
IIPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh IIEPE1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BBIOpaTh mpaBWIBHBIA TOYTOBBIM CcepBUC. B uHTEpHETE ecThb
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUlle TOBEPATH TEM,
KOT'0 3HA€Illb U KTO IIEPBBIM B PEUTUHTIE;

2. He yka3biBail B IMYHOM nouTe JUUHYIO0 uH(popmanuto. Hanpumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panaT@" unum "pok2013" BmecTo "Ttemal3";

3. HWcrnonp3yld ABYX3TANHYK AaBTOPHU3ALMIO. JTO KOrJa MOMHUMO IapOJIs
HY>KHO BBOJUTH KOJI, TPUChUIAEMBbIN 10 SMS;



4. Be1Oepu CIIOXKHBIN TTapoiib. J{J1s KaXK10T0 OYTOBOTO SIITUKA JTOJKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJb;

5. Ecnu ectb BO3MOXKHOCTh HaIlMCcaTb CaMOMY CBOW JIMYHBIMA BOIIPOC,
WCIIOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcnonb3yil HECKOJBKO TMOYTOBBIX AIIMKOB. IlepBbIil nnsi 4vacTHOU
NEPENUCKU C aJipecaTaMu, KOTOPbIM Thl AOBEpSACIb. DTO AJIEKTPOHHBIA aJpec He
HAJI0 UCTIOIb30BATh MIPU PETUCTPAIIMHU Ha POopyMax U CalTax;

7. He otkpbiBail ¢ailsibl U Apyrue BIOKEHUS B MUChbMaX, JTa)Ke €CIU OHU
MOPUIILIKA OT TBOUX Jpy3el. Jlydine yTOUHM y HUX, OTIPABISIN JU OHU TeOe ITU
(baiibr;

8. Ilocine okoHwyaHust paOOTHI Ha TOYTOBOM CEpBUCE IEpE] 3aKphITHEM
BKJIQJIKU C CAUTOM He 3a0y/ab HaxaTh Ha "Boiidtu".

KuGepOynuHr uim BUPTyaabHOE U3/1€BATEIHCTBO

KubepOynmmuar -  mpeciiemoBaHWE  COOOIICHUSIMH,  COJICP KAIUMHU
OCKOpOJIeHHS, arpeccuio, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C MOMOUIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocatics B 60i. Jlyumuii cmoco0: mocoBeTOBaThCSA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCs, TO BHa4ajie YCIOKOUThCS. Eciu Thl
HaYyHeIllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUsS, TO TOJBKO elie OoJbllie
pa30oAOKeIb KOH(IIUKT;

2. YmpaBnsii cBoel kubeppermyTanuei;

3. AHOHUMHOCTh B ceTd MHHMas. CyIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 3a AHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJUTaHCKHi 00pa3 BUPTyalnbHOW >ku3HH. WHTEpHET
(GuKcHpyeT BCe TBOM JEWCTBHS W COXpaHSIET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmro1ail CBOI0 BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. WrHopupyil emauHuuyHbIi HeraTtuB. OJHOpPA30BbIE OCKOPOUTEILHBIC
COOOIIeHHMS JTyullle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha HauadbHON
CTaJuu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COLMATBbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKMPOBKM OTIPABKH COOOLIECHUH C
OIPEJEIICHHBIX a/IPECOB;

8. Ecnu 11 cBUaeTens kubepOyinnra. TBou JeHCTBUS: BHICTYIIUTh POTUB
IpecieaoBaTens, NoKa3aTb €My, YTO €ro JEHCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJiIepXKaTh JKEPTBY, KOTOPOW HYy)KHA ICHXOJIOTHYECKass IMOMOILIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuibHBIN TenehoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKaT B ce0e BIIOJIHE B3POCIIbIii
(yHKUHOHAN, W TENepb OHM MOTYT KOHKYpPHUpPOBaTh CO CTAallMOHAPHBIMU
KoMIiboTepamMu. OHAKO, CPEACTB 3aIUUTHI JIJIs MOJOOHBIX YCTPONCTB MOKA OYEHb
Maso. TecTupoBaHue U MOUCK YS3BUMOCTEN B HUX IPOUCXOJIUT HE TaK UHTEHCHUBHO,
kak s [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX MTPUIIOKEHUH.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKkTUUYEeCKH JIOTHAJIH
HACTOJIbHBIC aHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIEYET 3a COOOM
OOJIBIIYIO CJI0KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MMaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He siBisercst mo-HacrosiniemMy OecriiaTHeIM. Bynib ocToposkeH, Bedb
Korja Tebe mpeanaratoT OecryiaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;

Hywmaii, mpexe uem oTnpaBuTh SMS, ¢oto uin Buaeo. Trhl TOUHO 3HACIID,
r7ie OHU OyyT B KOHEYHOM UTOre?

Heo6xoammo 0OHOBIISTH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

Hcnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii npuioKeHus OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MIPOrpaMMHOE 00ECIIEYEHHE;

[Tocne Toro Kaxk Thl BBIMJEIIb C CaiiTa, I/l€ BBOJAWJ JIMUYHYIO UHQOpMaLHIO,
3aiiin B HACTpOMkK Opay3epa u yaainu cookies;

[lepuonnuecku mpoBepsii, KaKue MIIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBOl HOMep MOOWJIBLHOTO TelieOoHa TOJIBKO JIOJSAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEpSEIb;

Bluetooth nmommken OBITH BBIKIIFOYEH, KOTAa Thl UM HE MOJb3yembcs. He
3a0bIBail MHOTJA TPOBEPSTH ITO.

Online urpst

CoBpeMEHHbIE  OHJIAWH-UTPBl - 3TO  KPAacCOYHbIE, 3axXBaTbhIBAIOILNE
pasBiieueHus, OOBEAUHSIONIME COTHH ThICSY YEJNOBEK MO Bcemy mupy. Wrpoku
UCCIIEAYIOT JaHHBIM UM MHp, OOLIAIOTCSA APYT C APYIOM, BBIIOJHSAIOT 3a/JaHus,
CPXKAIOTCSI C MOHCTpPAMHM W TOJY4YalOT ONBIT. 3a YyJOBOJBCTBUE OHM IUIATST:
MOKYNaroT JUCK, OTNIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUEe-TO OILIHUH.

Bce 3Tu cpenctBa uayT Ha NOAEpKAHNE U PA3BUTHE UTPBI, a TAKXKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naT4yu (LUQpOoBbIE 3aIIATKU ISl IPOTPAMM ), 3aKPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HbIX Urpax CTOUT OMacaThecsi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3ALUU OOJBIINHCTBA
Urp.

OcHOBHBIE COBETHI 10 0€30ITaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok BeneT cels II0X0 WM Co37aeT TeOe HEIMPHUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [loxanyiics agMUHUCTPATOPaM UTPhI Ha IVI0XO0€ MMOBEJIEHNE ITOTO UT'POKa,
YKeJNaTeJIbHO IPHIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii 1uuHy10 HHGOPMAIHUIO B Tpodaiiie Urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJIBI;

6. Mlcnonib3yil CIOKHBIE U Pa3HbIE MMAPOJIH;



7. Jaxxe BO BpeMsi UTPbI HE CTOMT OTKJIFOYaTh aHTUBUPYC. [1oka ThI urpaemis,
TBOM KOMITBIOTEP MOT'YT 3apa3HTh.

OUIIMHT WK Kpaxa JUYHBIX JaHHBIX

OOBIYHON KpaXkell JeHer U JTOKYMEHTOB CETrOJIHS YK€ HUKOI'O HE y/IMBHILIb,
HO C Pa3BUTUEM HWHTEPHET-TEXHOJOTUH 3J0YMBIIUICHHUKH TEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCA "TIOOUMBIM" JIEJIOM.

Tak mnosBUIach HOBas Yrpo3a: WHTEPHET-MOIIEHHWYECTBA WM (DUIIUHT,
rJIaBHas 1eJb KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PUACHIMAIbHBIX JaHHBIX
M0JIb30BATEJIEH - IOTMHOB U napoieid. Ha anrnuiickom si3bike phishing ynrtaercs kak
¢bumunr (0T fishing - peiOHas noBist, password - maposb).

OcHOBHBIE COBETHI IO 00pbOE C QUITUHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciii Thl OA03peBacilb, YTO TBOS aHKETa
OblJ1a B3JIOMaHa, TO HEO0XO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. WUcnonp3yii 6e30macHble BEO-CalThl, B TOM YUCJIE, MHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3ylt cioxkHble W pa3Hble naponu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBILIUIEHHUKHA MOJYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY
pouIIIo B CETH, a HE KO BCEM;

4. Ecnu Tebsi B3JIOMaiu, TO HEOOXOAMMO TMpPENyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBJIEHbl y T€0sI B JPYy3bsX, O TOM, 4TO TeOs B3JIOMaH M,
BO3MOKHO, OT TBOETO UMEHH OyET pacchliaThCsl CllaM M CChUIKM Ha (PUIIMHIOBbBIE
CalThI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN TeNe(oOH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbiBail (ailibl U Apyrue BIOXKEHHS B MUCbMax, JIaXe €CIH OHU
NPUILIM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIM JU OHU TeOE 3TU
(baiibl.

Hudposas penyranus

[udposas peryTanus - 3T0 HEraTUBHAS WU MO3UTHUBHAS HH(OPMAIUS B CETH
o tebe. Kommpomerupyromas uHpopMalus, pa3MelleHHass B UHTEPHETE, MOMKET
CEpbE3HBIM 00pa30M OTpPa3UThCS Ha TBOEH peanbHOM xku3HH. "Lludponas
penyTtanus" - 3T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 undopmaiuu o Tede B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YueObl, TBOE€ (UHAHCOBOE IOJIOKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJMKaluu JUYHON
uHdopmaruu B VIHTEpHETE, HE MOHMMAsT BO3MOXKHBIX MOCienCcTBUM. Thl maxe He
CMOXeIIb JOorafaTbcsl O TOM, 4To Qororpadusi, pa3MelleHHas 5 JeT Ha3al, craja
NPUYUHON OTKa3a MPUHATH TEOs Ha paboTy.

KommenTapuu, pasmenienue TBoux (otorpaduii u npyrue IeiHCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCIEe TOT0, KaK Thl UX YJAIHIIb. Thl HE 3HACIb, KTO COXPAHMII
3Ty MH(OpMaILKIO, IToNana JIM OHa B IOUCKOBBIE CUCTEMBI M COXPaHWIACh JIX OHA, a
IJIaBHOE: YTO MOJAYMAIOT O TeO€ OKPY’KAIOIIME JIFOAU, KOTOPhlE HAAYT U YBUJISAT



sT0. Haiftu mH(pOpManU0 MHOTO JIET CIYCTS CMOXET JI000M - Kak u3 J00phIX
o0y ICHUH, TaK U C HAMEPEHUEM MPUYHUHUTD BPEA. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3aIIUTE U(GPOBON pEIyTaLINH:

1. ITogymaii, mpexzae yeM yTo-To MyOJIMKOBATh U NepeaaBaTh y ce0s B Onore
WM B COLIMAJILHOM CETH;

2. B nactpoiikax nmpoduiis yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npoduJIsi ¥ €ro COJAECPKUMOTro, cliesail ero ToabKo "1 Apy3eit”;

3. He pa3Memaii u He yka3biBail HHGOpPMAIIHMIO, KOTOpas MOXKET KOTO-T100
OCKOPOJIATH HIJIH OOMKATh.

ABTOpCKO€E MPaBO

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE IMOJh30BAaTEIU LHU(PPOBOTO
npoctpaHcTBa. OJHAaKO [JaleKO HE BCE 3HAIOT, YTO II0Jb30BAHHE MHOTUMU
BO3MOXHOCTSIMH  IippoBoro  mMmpa  TpebyeT cOOmOACHHWS  TpaB  Ha
MHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyalbHAasT COOCTBEHHOCTh' OTHOCUTCA K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAuyMHas C HOBBIX HM300pETEHHUA U 3HAKOB,
0003HayarouUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
doTorpapusiMu, KHHOQUIbEMAMHU U MY3bIKAJIbHBIMU MTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa HMHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEJICHUSI HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE IMpaBa BHICTYIAIOT B
KAaueCcTBE TapaHTUHM TOTO, YTO HMHTEIIEKTYaJIbHBIM/TBOPUECKUN TPy aBTOpa HE
OyneT HampacHbIM, JacT €My CIpaBeJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTaXx CBOETO TpyAd, MOJIYYUTh W3BECTHOCTh W mpu3HaHue. Hukro 0Oe3
paspelieHus aBTOpa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENIEHHUE,
pacmpocTpaHsiTh, MyOJWYHO JAEMOHCTPUPOBATh, MpPOJaBaTh, HMMIIOPTUPOBATD,
IyCKaTh B MPOKAT, IMyOJIMYHO UCHOJIHATH, MOKAa3bIBATH/UCIOIHATh B 3QUpe WU
pasmeruars B MIHTEepHETE.

Ucnonb3oBanue "muparckoro" MNpoOrpaMMHOTO  OOECIEUEHUs] MOXKET
MPUBECTM K MHOTMM pHCKaM: OT TOTEPH JAaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBA, IJle YCTAaHOBJIEHA HeJerajibHas nporpamma. He
CTOUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTaIbHbIE U OECIIaTHBIE MPOrPAMMBI,
KOTOPbIE MOKHO HAaWTH B CETH.

O nopraine

CeTteBUYOK.p(Q - TBOI INIaBHBII COBETYUK B CETH. 3/1€Ch Thl MOXKEIIIb y3HATH O
0€30MacCHOCTH B CETHU MOHATHBIM M JIOCTYNHBIM SI3bIKOM, a IPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOpaTUTHCSA 32 COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



